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Abstract: The physical-layer security of a line-of-sight (LOS) free-space optical (FSO)
link using orbital angular momentum (OAM) multiplexing is studied. We discuss the
effect of atmospheric turbulence to OAM-multiplexed FSO channels. We numerically
simulate the propagation of OAM-multiplexed beam and study the secrecy capacity. We
show that, under certain conditions, the OAM multiplexing technique provides higher
security over a single-mode transmission channel in terms of the total secrecy capacity
and the probability of achieving a secure communication. We also study the power cost
effect at the transmitter side for both fixed system power and equal channel power
scenarios.

Index Terms: Atmospheric turbulence, free-space optical (FSO) communication, physical-
layer security, secrecy capacity, orbital angular momentum (OAM) multiplexing.

1. Introduction
Free-space optical (FSO) communication, also known as optical wireless communication, is a
promising communication technology for high-data-rate information transmission that is avail-
able at optical frequencies. Secrecy issues of FSO links have been studied recently for realizing
a secure communication between two legitimate peers. Because of the high directionality of la-
ser beam, the FSO communication is more secure than traditional RF wireless communications.
However, it could also be susceptible to optical tapping eavesdropping. In [1], physical layer se-
curity in FSO links was studied based on an On-Off Keying (OOK) modulation with direct detec-
tion scenario. Effects of atmospheric turbulence on the receiving intensity were characterized
with well-developed statistical models, e.g., lognormal and Gamma-Gamma distributions. A
probabilistic metric for characterizing communication secrecy was presented as probability of
strictly positive secrecy capacity. In [2], physical layer security of visible light communications
(VLC) is discussed in a broadcasting scenario. Null-steering and artificial noise strategies were
utilized to achieve positive secrecy rates when the eavesdropper’s channel state information
(CSI) is perfectly known or entirely unknown to the transmitter. The secrecy analyzed with such
optical tapping channel, also called optical wiretap channel, is typically referred to as information
theoretic security (ITS). The ITS scenario has been compared against an extremely secure
physical layer security scenario provided by quantum key distribution (QKD) in [3].
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From the transmission perspective, orbital angular momentum (OAM) multiplexing technology
has been studied and demonstrated to increase the capacity of FSO communications by using
OAM beams as carriers [4], [5]. OAM of light is related to the spatial phase profile [6]–[10]. An OAM
beam comprising an azimuthal phase term l� has an OAM of l�h per photon [11]. Since OAM beams
with different l� values are mutually orthogonal, in principle, there is no interference between multi-
plexing channels. However, in the presence of atmospheric turbulence, orthogonality between
OAM modes is no longer preserved after certain propagation distance. The random refractive index
distribution will distort the helical phase fronts of the OAM beam and induce crosstalk between
channels. As a result, part of the energy is redistributed into other adjacent OAM modes. This turbu-
lence effect will greatly degrade the performance of the OAM multiplexed FSO communications.

In this paper, we study the FSO channel with OAM multiplexing under different atmospheric
turbulence conditions. We numerically simulate the propagation of Laguerre-Gaussian (LG)
beam over a turbulent line-of-sight (LOS) link and provide an information theoretic security anal-
ysis based on optical tapping scenarios. We show that by using OAM multiplexing, a higher se-
crecy capacity can be achieved over conventional OOK FSO channels under certain channel
conditions, when adaptive optics is not used.

The paper is organized as follows. In Section 2, OAM multiplexing and the propagation of
OAM modes over atmospheric turbulence channels are studied. In Section 3, the information-
theoretic secrecy capacity of OAM multiplexing is studied assuming the worst-case scenario in
which Eve is located on transmitter side, except for Section 3.3. In Section 3.1, the aggregate
secrecy capacity of OAM multiplexing is studied for different power allocation strategies. On the
other hand, in Section 3.2, the probability of positive secrecy capacity is studied. Further in
Section 3.3, the aggregate secrecy capacity is studied assuming that Eve is located on receiver
side. Some important concluding remarks are provided in Section 4.

2. OAM Beams Multiplexing and FSO Channel Modeling

2.1. Generating Information-Carrying Laguerre-Gaussian Beams and Multiplexing
Among the beams that can carry OAM, the Laguerre-Gaussian (LG) beam has a well-defined

OAM equal to l�h per photon, where l is the azimuthal index. The field distribution of LG mode is
given as
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ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
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where wðzÞ ¼ w0

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1þ ðz=zRÞ2

q
is the beam radius at propagation distance z, w0 is the beam

waist at z ¼ 0, zR ¼ �w2
0 =� is the Rayleigh range, � is the wavelength, and k ¼ 2�=� is the

propagation constant. Llpð�Þ denotes the generalized Laguerre polynomial with azimuthal index l
and radial index p. For p ¼ 0 and l 6¼ 0, the intensity of a LG mode is a ring. In this paper, we
only consider the LG modes with the radial index p ¼ 0 and denote as LGl ;0 mode.

The LG beams are of special interest because they can easily be generated. To generate
OAM-multiplexed beam, first, a number of Gaussian beams carrying data information are gener-
ated independently from different transmitters, and these beams are then shone onto a series of
computer generated holograms (CGHs) or spatial light modulators (SLMs) which are well pro-
grammed with interference pattern between reference beam and specific LG beam. The output
(or reflected) information-carrying LG beams are then made collinear or optically multiplexed
through non-polarizing beamsplitters. The resulting OAM-multiplexed beam is expanded by a
telescope and such obtained OAM multiplexed beam is propagated through the FSO channel.
At the receiver side, a receiver telescope with aperture diameter DRX ¼ 2wz

ffiffiffiffiffiffiffiffiffiffiffijlmaxj
p

is used to
collect 99.9% of the transmitted power in the absence of turbulence [12], where wz is the zero-
order beam radius at distance z, which is followed by a set of mode filters for demultiplexing. In
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the absence of atmospheric turbulence, the received field unðr ; �; zÞ of LGl¼n;0 mode and the
analyzing field umðr ; �; zÞ for LGl¼m;0 mode satisfy the orthogonality principle:

umðr ; �; zÞ; unðr ; �; zÞ
� � ¼ Z

rdrd�unðr ; �; zÞu�
mðr ; �; zÞ

¼
0 8n 6¼ mZ

rdrd� unðr ; �; zÞj j2; n ¼ m

8<
: (2)

2.2. Turbulent FSO Channel Model and Crosstalk Matrix
To study the atmospheric turbulence effects, we simulate the LG-multiplexed beam propaga-

tion over a horizontal LOS FSO link with a propagation distance z ¼ 1 km. The beam radius of
a LGl ;0 beam at propagation distance z is given as [13]

rl ðzÞ ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
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For a given propagation distance and azimuthal index l , the radius has a minimum at w0 ¼ffiffiffiffiffiffiffiffiffiffiffi
�z=�

p
. Here, we consider the wavelength � ¼ 1550 nm; therefore, the beam waist w0 would be

0.022 m. The atmospheric turbulence along the propagation path is modeled by 11 transverse
random phase screens with 100 m space in between. Namely, intensive simulations indicate that
at least 11 random phase screens are required to model very strong turbulence regime. Each
phase screen is generated by means of filtering white Gaussian noise in the spectral domain and
then transforming to spatial domain using fast Fourier transform (FFT) with subharmonic informa-
tion to further improve the low spatial frequency characteristics of the turbulence [14]. The phase
power spectral density (PSD) used to generate random phase screens is a modified version of
the Kolmogorov spectrum, which includes both inner and outer scales and is given as [15]
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where � is the spatial frequency, �l ¼ 3:3=l0, �0 ¼ 1=L0, C2
n is the refractive index structure

parameter which indicates the turbulence strength, and l0 and L0 are the inner and outer scale
of the turbulence, respectively. We set l0 ¼ 5 mm and L0 ¼ 20 m. Each phase screen covers a
transverse area of 1 m � 1 m with 1024 � 1024 grids. Typical realizations of phase screens
ranging from weak to strong turbulence regimes are illustrated in Fig. 1 (top), and distorted
phase distributions of LGl¼�5;0 mode are shown in Fig. 1 (bottom).

Both transmitter and receiver aperture diameters are set to be DTX ¼ DRX ¼ 2wz

ffiffiffiffiffiffiffiffiffiffiffijlmaxj
p

. We
simulate the propagation of LGl ;0 modes of the azimuthal index l ranging from −20 to 20 with the
radial index p being set to 0 by performing split-step propagation method [16], [17]. For a given
C2

n , each received distorted field with OAM mode l ¼ n 2 f�20; 20g is filtered by the product
given in (2). Note that the mode filters at receiver side are designed with diffracted LG modes at
propagation distance z to maximize the receive power. The channel efficiency �nm is defined
as the product given by (2) normalized by transmitted power, which is given as PTX ¼
hunðr ; �; 0Þ;unðr ; �; 0Þi ¼

R
rdrd�junðr ; �; 0Þj2 and gives a 41 � 41 crosstalk matrix T as follows:

T ¼

��20;�20 � � � ��20;0 � � � ��20;20

..

. . .
. ..

.

�0;�20 �0;0 �0;20
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. . .
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.
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6666664

3
7777775
: (5)
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In the absence of turbulence, T is an identity matrix. In our simulation, the resulting channel effi-
ciency �nm is averaged over 6000 different channel realizations for each turbulence condition.

3. Information-Theoretic Secrecy Capacity
The goal is to establish a secure communication in the presence of an external eavesdropper,
commonly referred to as Eve. We can reasonably assume that the security is ensured at the
transmitter and receiver sides, thus Eve can be allocated anywhere between the transmitter
and receiver telescopes. The transmitter and receiver telescope should be well aligned to en-
sure high efficiency and stability of the system. At the same time, the diameter of telescope ap-
erture is predetermined to collect the vast majority of the transmitter power which, in our case,
equals 0.2 m.

From practical implementation point of view, Eve’s device will have to intercept the beam. In
order to not to be detected by Allice and Bob, the fraction Eve collects re should be relatively low
so that there would not be a significant continuous reduction of the receiving power at receiver
Bob’s side. For instance, Eve can use a non-polarizing beamsplitters with a small reflection/
transmission (R/T) ratio. The size of commercial non-polarizing cube beamsplitters is typically
from 10 mm up to 50 mm. It is difficult for Eve to intercept the whole OAM-multiplexed beam with
a regular beamsplitters. In [18] and [19], it has been shown that the recovery of the OAM data is
difficult and inefficient when the position of the detector is not directly in the path of the intended
receiver. The detection efficiency of OAM beam by using partial receivers is low [20]. These
problems impose additional difficulties for Eve compared to traditional modulation formats, such
as OOK.

In Fig. 2, we show that the detection efficiency is directly related to the size and position of
Eve’s intercept device, e.g., the non-polarizing beamsplitter. Apparently, as indicated in Fig. 2(a),
the detection efficiency can be increased by using bigger size beamsplitters. The position of the

Fig. 1. (Top) Phase screen realizations and (bottom) the distorted phase distribution after propaga-
tion of LGl¼�5;0 mode for different refractive index structure parameters. (a) C2

n ¼ 10�15 m�2=3.
(b) C2

n ¼ 10�14 m�2=3. (c) C2
n ¼ 10�13 m�2=3.
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beamsplitter matters since the on-axis power vanishes for high azimuthal index LG mode. By
putting the beamsplitter off-axis in the annular region where higher order modes have maximum
intensity, the detection efficiency reaches its maxima. However, by doing so, the efficiency for
center mode, e.g., LG00, drops fast as shown in Fig. 2(b). Therefore, in this case, Eve has to
use a relatively large size beamsplitter to intercept the entire multiplexed beam for adequate
efficiencies in all channels. There are custom commercial beamsplitters available in quite large
sizes, which can be up to 300 mm. From the security point of view, we assume that Eve could
have the ability to intercept the whole beam without been noticed. The results shown in this
paper represent a lower bound in the sense of letting Eve having perfect detection efficiency.

Let us first consider the worst-case scenario when Eve is located close to the transmitter. In-
tuitively speaking, the closer Eve to the transmitter, the more precise information she can get. In
this case, the crosstalk Eve would see in the multiplexed beam is negligible since the signal is
intercept before propagating through the whole turbulent free-space channel. For each multi-
plexed channel, the capacity of the eavesdropper (from Alice to Eve) channel is given as

CAE ¼ logð1þ �eÞ (6)

where �e ¼ Pe=N0 is the signal-to-noise ratio (SNR), where Pe ¼ re � PTX is the receive power at
Eve’s end, and N0 is the noise power.

On the other hand, the received beam is distorted by turbulent channel when it arrives at
Bob’s side. Crosstalk induced by atmospheric turbulence from other channels will contribute to
the noise term. As the turbulence strength becomes stronger, the crosstalk between OAM
modes is getting more severe. Similarly, the capacity of the transmission (from Alice to Bob)
channel can be expressed as

CAB ¼ logð1þ �bÞ (7)

where �b ¼ Pb=N is the SNR. Due to the crosstalk, the receive power at the receiver side, which
remains in the transmitted LG mode m, is given as

Pb ¼ ð1� reÞ � PTX � �2mm (8)

where �mm is the channel efficiency on the diagonal in (5) for given transmitted LG mode m, and
the noise term including crosstalk is then given as

N ¼ ð1� reÞ �
X
n

�2nm � PTX þ N0 8n 6¼ m: (9)

Fig. 2. Detection efficiency of using a cube beamsplitter (BS). (a) Detection efficiency of LG00 mode
vs. BS size; the BS is placed on-axis. (b) Detection efficiency vs. off-axis distance; the BS size
is 10 mm.
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According to the definition given in [1] and [21], the total secrecy capacity is the part which
Eve is unable to extract any information and is defined as

CS ¼ CAB � CAE (10)

3.1. Aggregate Secrecy Capacity: Equal Channel Power vs. Fixed System Power
Aggregate secrecy capacity is the summation of the secrecy capacity for all multiplexed chan-

nels. From (9), we can see that, as the turbulence strength grows, the summation of �nm term is
getting more relevant and the degradation scenario becomes crosstalk-dominant. In strong turbu-
lence regime, using continuous LGl ;0 modes could lead to severe degradation in channel capacity
[22]. By choosing subsets modes with spacing in between, we can reduce the crosstalk at a cost of
using smaller number of multiplexing channels since the total number of LG modes available is pre-
determined by the size of the receiver telescope aperture. We simulate the propagation of LGl ;0

modes with continuous azimuthal index l ¼ n 2 S ¼ f�20; . . . ;�1; 0; 1; . . . ; 20g of total M ¼ 41
modes, and pick three subsets to reduce the crosstalk: S0 ¼ f�18; . . . ;�3;0; 3; . . . ; 18g, M ¼ 13,
S00 ¼ f�20; . . . ;�5;0; 5; . . . ; 20g, M ¼ 9, and S000 ¼ f�14;�7; 0; 7;14g, M ¼ 5 with spacing 2, 4,
and 6 between selected modes, respectively.

In Fig. 3, we show the aggregate secrecy capacity by choosing different transmitted mode
sets. We assume that the receiver noise powers N0 are the same at both Bob and Eve’s end.
The power ratio of the transmitter power and the receiver noise power PTX=N0 is set to be 20 dB,
and re ¼ 0:01. As we can see, in the weak turbulence regime, for C2

n less than 10�15 m�2=3, the
total secrecy capacity can be improved by more than one order of magnitude by using OAM
multiplexing beam. However, as the refractive index structure parameter C2

n increases, the se-
crecy capacity decreases due to orthogonality destruction. Comparing with the secrecy capacity
of using single channel, which is shown in Fig. 3 as LG00 mode (Gaussian beam), multiplexing
beams would not have benefits when turbulence becomes more severe for C2

n greater than
10�14 m�2=3. Also note that by comparing the solid line for equal channel power (ECP), in which
the total power grows linearly with the number of channels ðM � PTX Þ, with the dash line for
fixed system power (FSP), in which the fixed transmitted power PTX is equally divided among
OAM channels, we find that by limiting the power Eve can get, the fixed system power scenario
provides higher capacity in the strong turbulence regime.

Fig. 3. Aggregate secrecy capacity vs. C2
n . Solid line: equal channel power (ECP); total transmitted

power grows with the number of channels. Dash line: fixed system power (FSP); fixed transmitted
power is equally divided among OAM channels.
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Moreover, in order to compare the performance of using different subset modes, average
channel capacity is calculated and illustrated together with aggregate channel capacity in Fig. 4.
We can easily tell that, with the spacing between selected mode increasing, the average chan-
nel secrecy capacity is increasing due to the reduction of crosstalk between multiplexed chan-
nels. However, since the total available number of modes is pre-determined by the aperture
size of both transmit and receive telescope, using more modes is still beneficial in terms of the
aggregate secrecy capacity in weak turbulence regime.

The parameter re will also affect the final secrecy capacity. Remember that we consider here
the worst case scenario as Eve is at Alice’s side so that Eve’s signal will not experience the at-
mospheric turbulence of the transmission channel from Alice to Bob. Additionally, the adaptive
optics is not used to deal with atmospheric turbulence effects. In other words, we assume that
there is no crosstalk at Eve’s side. We also restrict the fraction Eve can intercept up to 10%.
Otherwise, Eve would cause a noticeable continuous power reduction at the receiver. In Fig. 5,
we illustrate that the aggregate secrecy capacity will decrease as the fraction re increases.
Clearly, the secrecy capacity drops down as Eve intercepts more power.

Also as we can see in Fig. 5(a), due to the crosstalk induced by turbulence, the aggregate
secrecy capacity using multiplexing beams drops below the single channel capacity for
Gaussian beam. We can improve the performance by use subsets as shown in Fig. 5(b)–(d). In
the weak turbulence regime, e.g., C2

n ¼ 10�15 m�2=3 shown in Fig. 5 in blue, OAM-multiplexing
is almost always has the advantage over single Gaussian beam channel. On the other hand, in
the strong turbulence regime, i.e., C2

n ¼ 10�13 m�2=3 with yellow lines, achievable secrecy ca-
pacity falls below the single Gaussian beam channel for re greater than 0.1%. Therefore, in the
strong turbulence regime, the adaptive optics approaches should be employed to restore the or-
thogonality of OAM modes.

3.2. Probability of Positive Secrecy Capacity
The effect of atmospheric turbulence is a random process; thus, we could calculate a probabi-

listic metric for characterizing the secrecy for the communication, which is also known as a
probability of positive secrecy capacity, and it is defined as [1], [23]

Pþ
S ¼ PrðCS > 0Þ (11)

Fig. 4. Secrecy capacity vs. C2
n for equal channel power (ECP) system; total transmitted power

grows with the number of channels. Solid line: aggregate secrecy capacity. Dash line: average
secrecy capacity (bits/s/Hz/channel).
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In Fig. 6, subplot (a) shows the probability of positive secrecy capacity in weak turbulence re-
gime, (b) corresponds to medium turbulence, and (c) and (d) correspond to the strong turbulence
regime. It is shown that, due to turbulence induced channel crosstalk, the probability of positive
secrecy capacity Pþ

S decreases faster as re increases when turbulence is strong. Note that, since
we assume Eve is close to the transmitter, only the transmission channel is affected by the turbu-
lence. In this worst-case scenario, Alice and Bob should limit the total transmitted power to mini-
mize the disadvantage of the channel. In situations when we are limited in transmitted power, the
FSP strategy performs better than the ECP with respect to Pþ

S , as shown in Fig. 6.

3.3. Eavesdropper Near the Receiver
So far, we consider the worst-case scenario in which Eve has access to “perfect” OAM chan-

nels without suffering from the turbulence. We now consider another scenario in which Eve is lo-
cated at the receiver side, and her signal will also be distorted by turbulence effects. Here, we
still allow Eve to intercept the whole multiplexed beam, which is the same as Bob collection by
the receiver (compressing) telescope. The aggregate secrecy capacities are shown in Fig. 7.
Compared to the results in Fig. 2, the final secrecy capacity for multiplexing beam is always
greater than single-mode channel transmission in the ECP scenario.

4. Conclusion
In this paper, we have studied the performance of OAM-multiplexing FSO communication using
Laguerre–Gaussian beams as carriers. We have numerically shown that the aggregate secrecy
capacity, which defined as the total capacity that Eve cannot obtain any meaningful information,

Fig. 5. Aggregate secrecy capacity vs. re . Solid line: single channel with LG00 Gaussian beam.
Dash line: equal channel power (ECP). Dash-dot line: fixed system power (FSP). (a) Set S.
(b) Subset S′. (c) Subset S″. (d) Subset S′″.

Vol. 8, No. 1, February 2016 7901110

IEEE Photonics Journal Physical-Layer Security in FSO Communication



can be improved by using OAM multiplexing in weak and medium turbulence regimes. Although
the secrecy of the system depends on where Eve is located, using LG beam multiplexing with
telescope expansion leads to more stringent requirements of Eve’s devices. We have also ana-
lyzed the physical layer security by using the probability of positive secrecy capacity. We have

Fig. 6. Probability of positive secrecy capacity Pþ
S vs. re . (a) C2

n ¼ 10�15 m�2=3. (b) C2
n ¼ 10�14 m�2=3.

(c) C2
n ¼ 5� 10�14 m�2=3. (d) C2

n ¼ 2� 10�13 m�2=3. Solid line: equal channel power (ECP). Dash line:
fixed system power (FSP).

Fig. 7. Aggregate secrecy capacity vs. C2
n . Solid line: equal channel power (ECP). Dash line: fixed

system power (FSP).
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shown that, from Eve’s perspective, it is better to intercept the beam close to the transmitter. In
this case, more information can be obtained by Eve since the orthogonality between channels is
still intact. For future research, adaptive optics could be used to improve the signal quality at the
receiver and, hence, increase the secrecy capacity in OAM multiplexing channel.
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